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Concrete Recommendations for
Cutting Through Misinformation
During the COVID-19 Pandemic

See also Chou and Gaysynsky, p. S270, and Southwell et al., p. S288.

The COVID-19 pandemic
presents multifaceted challenges
for the US health care system.
One such challenge is in deliv-
ering vital health information to
the public—a task made harder
by the scourge of health misin-
formation across the information
ecosystem (Southwell et al., p.
S288 in this issue of AJPH, and
Southwell etal.'). T offer concrete
recommendations for public
health information ofticers and
communication professionals
drafting communication cam-
paigns for health agencies and
health organizations to maximize
the chance that timely health
advisories reach the public.

At Harvard Kennedy’s
Shorenstein Center, the Tech-
nology and Social Change
Research Project studies how
misinformation spreads and what
its impact is on politics and so-
ciety (bit.ly/2YcTX09bit.1).
Unlike political disinformation,
or fake news, health misinfor-
mation can quickly lead to
changes in behaviors, which is
why health communicators can’t
wait for tech companies to solve
the problem.”

For example, research on
antivaccination movements
shows how celebrities, activists,
and discredited physicians gain
influence over vaccination poli-
cies, while also promoting
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quackery, misinformation, and
conspiracies on social media.’
Although it is difficult to know
who has been affected by health
misinformation, best strategies to
counter it focus on addressing
“silent audiences” with direct,
careful, and succinct messaging.*

Search engines and social
media platforms are struggling to
control the groundswell of new
attention to COVID-19 and are
having difficulty matching the
right information to the right
person at the right time. For
example, searching Google,
Facebook, Twitter, or YouTube
for the phrase “Where can I get
tested for coronavirus?” will
return different information—or
worse, fake news, a predatory
scam, or malware (https://politi.
co/3g9uzOE).

The pandemic lays bare how
the algorithmic design of search
engines and social media, which
prioritize fresh and relevant
content, contributes to confusion
by mixing different kinds of in-
formation into a single feed: the
mundane, the newsworthy, and
critical medical recommenda-
tions (https://bit.ly/3iQoetq).
Additionally, because many
platforms are designed with ad-
vertising as their backbone, au-
thoritative content from health
agencies, health professionals,
and local governments is often

subsumed by advertising looking
to grab clicks.”

The situation is dire. People
need timely, relevant, and local
information on COVID-19.
Likewise hospitals, governments,
health agencies, and universities
are overwhelmed with inquiries
and need to use mass commu-
nication to reach everyone. Any
communication strategy must use
redundancy by getting the same
information out across as many
different channels as possible.

Here are five recommenda-
tions based on our research about
medical misinformation at the
Shorenstein Center:

1. Domain registrars have re-
ported upward of 120 000
domains with keywords re-
lated to coronavirus or
COVID-19. Although most
of the new domains have no
content, scammers are using
custom domains to target
people seeking information
about treatment, the worried

well, and those suffering

financial hardships because
of COVID-19 (https://
nbenews.to/3i1T5QQu).
Public health and health care
organizations with already
established and functioning
Web sites should not register
new domains because it is
difficult to gain traction
within search engines and
social media. Instead, these
organizations should make a
page dedicated to the partic-
ular health emergency, in this
case COVID-19, on their
already existing Web site and
update it regularly, even if
there is nothing newswor-
thy to report. Updates pro-
vide fresh signals to algorithms,

which will rank it accordingly.

. Debunking every rumor,

every conspiracy theory, and
all political punditry exhausts
critical resources. Further-
more, there has been a deluge
of requests for interviews with
medical personnel and public
health advocates. Health
communicators should es-
tablish a monitoring protocol
to decide which misinforma-
tion is gaining traction and
approaching a tipping point,
such as when misinformation
moves across platforms or
someone newsworthy, such
as a politician or celebrity,
distributes it. We recom-
mend routinely checking the
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Federal Emergency Mana-
gement Agency’s rumor
database (https://bit.ly/
3kSOKUO) and Google’s
fact-checking database of re-
cently debunked news stories
(https://bit.ly/2Ebnwbg).
Scan comments posted to
local social media groups and
public messaging apps, such as
Nextdoor. Keep a log of
comments the organization
receives via social media ac-
counts, telephone, or e-mail.
Importantly, no one should
respond to misinformation un-
less there is good reason to

do so and they have a plan

for communicating it publicly
(https://bit.ly/3j4PKnh).

It is recommended not to
respond to individuals but
rather to debunk major mis-
information themes.

3. Keeping up with the demand
for new information during
this pandemic will require a
shift to mass communication
strategies. In terms of risk
communication, working
with journalists is key to
fighting misinformation.
Building two-way commu-
nication bridges between
health communicators and
local journalists will ensure
visibility and trust across
professional sectors when
communication emergencies
happen. This is different from
hosting press conferences. It’s
about creating real relation-
ships, where public health
is the shared goal. Helping
journalists debunk misinfor-
mation and providing key
recommendations will raise
the credibility and visibility of
public health recommenda-
tions to broad audiences.

4. If using social media to
communicate, which all
public health organizations
should do, contact the plat-
forms and request free public

service advertising. In a crisis
like this, online advertising
systems can be repurposed to
reach local audiences (https://
bit.ly/3gcHpfc). Local tele-
vision news remains a reliable
way to inform many people
quickly and locally.
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